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Central Montana Health Care Coalition (CMHCC)

PROMULGATION

The Central Montana Health Care Coalition issues this Health Care Coalition Cybersecurity
Preparedness and Coordination Annex in force and encompasses the area set forth within the
Central Region as set for by the US Health and Human Services Administration of Strategic
Preparedness and Response (ASPR).

Central Montana Health Care Coalition (CMHCC)
Memo for Record

To: File
From: Kitty Songer, Readiness & Response Specialist
Date: June 11, 2026

Subject: Executive Committee Approval of the CMHCC Cybersecurity Preparedness and
Coordination Annex

This memorandum serves as official documentation that the Central Montana Health Care
Coalition Executive Committee reviewed and approved the CMHCC Cybersecurity Preparedness
and Coordination Annex during its regular meeting held on June 11, 2026.

The approval was granted by consensus of the Executive Committee members in attendance
and is recorded in the official meeting minutes maintained by the Coalition.

This memo serves in lieu of individual member signatures on the plan’s promulgation page.

Approved:

Central Montana Health Care Coalition Executive Committee Meeting
Date: June 11, 2026

Reference: Executive Committee Meeting Minutes

Kitty Songer, Readiness & Response Specialist
Central Montana Health Care Coalition
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Central Montana Health Care Coalition (CMHCC)

CYBERSECURITY PREPAREDNESS AND
COORDINATION ANNEX

1. Purpose

The purpose of this Cybersecurity Preparedness and Coordination Annex is to define how the
Central Montana Health Care Coalition (CMHCC) supports preparedness, coordination, and
information sharing related to cybersecurity risks and incidents that may impact healthcare
delivery across the region.

Cybersecurity preparedness within CMHCC is always active. During a cyber-related incident or
period of heightened threat, CMHCC supports coordination by collaborating with the Montana
Department of Public Health and Human Services (DPHHS), Public Health Emergency
Preparedness (PHEP), the Hospital Preparedness Program (HPP), and other ESF-8 partners to
serve as a conduit of information to coalition members.

CMHCC does not perform technical cybersecurity operations, incident response, forensics,
system restoration, or law enforcement functions. This annex focuses on coalition-level
coordination consistent with HPP expectations and ASPR guidance.

2. Scope and Applicability

This annex applies to CMHCC. Member organizations, including hospitals, emergency medical
services, public health agencies, emergency management partners, tribal health entities, long-
term care facilities, and other healthcare partners within the CMHCC region are encourages to
use this annex in their planning efforts.

Participation in activities described in this annex is encouraged but voluntary and conducted as
able, based on staffing, funding, legal authority, and incident conditions.

3. Planning Assumptions and Limitations

e Cybersecurity preparedness is an ongoing activity integrated into routine coalition
operations.

e Individual member organizations retain responsibility for their own cybersecurity
programs, systems, and incident response actions.

e CMHCC does not direct or manage technical response, vendor remediation, ransom
decisions, or system recovery.

e Coalition actions are supportive and facilitative, not operational or directive.

e Information shared through CMHCC will prioritize situational awareness and
coordination and will avoid sensitive or protected data.
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4. Concept of Operations

4.1 Preparedness

Cybersecurity preparedness activities are continuously supported by CMHCC and may include:

Promoting awareness of emerging cyber threats, vulnerabilities, and advisories

Encouraging alignment with recognized frameworks such as the HHS Cybersecurity
Performance Goals

Facilitating education, training, and exercise opportunities

Supporting coalition-level assessments to identify gaps and promising practices

4.2 Cyber Incident Coordination

During a cyber incident or heightened threat environment, CMHCC may, as able:

Coordinate with DPHHS, PHEP, HPP, and other ESF-8 partners
Disseminate validated alerts, guidance, and situational updates to coalition members
Facilitate information sharing among partners to support regional awareness

Elevate regional impacts, trends, or unmet needs to appropriate state or federal
partners

No formal activation tiers are used. Coordination activities are scalable and conducted based on

incident conditions and partner needs.

5. CMHCC Roles and Responsibilities

5.1 CMHCC Executive Committee

Ensures cybersecurity is incorporated into coalition priorities, planning, and training

Reviews and approves this annex and future updates

5.2 Readiness and Response Specialist (RRS)

Serves as the primary point of coordination for cybersecurity preparedness and
information sharing

Maintains liaison relationships with ESF-8 partners and relevant state and federal
agencies

Facilitates dissemination of advisories, guidance, and coordination information to
members
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5.3 Member Organizations
e Maintain internal cybersecurity, continuity, and incident response plans
e Participate in coalition-led training, exercises, and information-sharing activities
e Share relevant non-sensitive information to support regional situational awareness
6. Communications and Information Sharing
CMHCC supports cybersecurity-related communications by:
e Disseminating vetted alerts and advisories from trusted sources
e Supporting coordinated messaging and situational awareness summaries
e Utilizing multiple communication methods when available

No fixed communication cadence is assumed; information is shared as conditions warrant.

7. Training, Exercises, and Continuous Improvement
CMHCC supports cybersecurity readiness through:
e Discussion-based and operations-based exercises that include cyber disruption scenarios
e Promotion of training opportunities offered by state, federal, or sector partners
e After-action discussions to identify coordination improvements and lessons learned
8. Coordination with External Partners
CMHCC coordinates cybersecurity preparedness and incident-related information sharing with:
e Montana Department of Public Health and Human Services
e Public Health Emergency Preparedness (PHEP)
e Hospital Preparedness Program (HPP)
e Montana Department of Emergency Services
e Federal partners, as appropriate
e Healthcare Facilities
9. Authorities and Decision-Making

Operational, technical, and legal decision-making related to cybersecurity incidents remains
with:

e Individual healthcare organizations and system leadership
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e Host organizations responsible for IT infrastructure
e Jurisdictional, state, or federal authorities, as applicable
CMHCC has no authority to direct cybersecurity response actions or allocate technical resources.
10. Plan Maintenance

This annex is maintained by CMHCC staff and reviewed at least annually or following significant
cyber incidents, exercises, or changes in applicable guidance.

Updates will be coordinated with coalition leadership and shared with CMHCC partners.
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